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BUSINESS CONTINUITY PLANNING

1 INTRODUCTION

Various surveys have been conducted by the Home Office and other organisations which all confirm that an ‘unthinkable’ disaster can happen and when it does can cause healthy businesses to fail. Planning makes a substantial difference to the likelihood of surviving an incident, particularly when:

· The likely impact of significant events on the business has been assessed

· The response to these events have been planned

· The effectiveness of the plan has been tested and revised where needed
· Time, thought and, where necessary, money is invested in managing risk.
All businesses are different, and it is not possible to specify a generic template that can be applied to every business, however the following steps provide an outline approach that can be adapted for most small to medium businesses.

The outputs of Steps 1 and 2 below will guide you to the measures you need to put in place to protect your business should a disaster happen:  

A disaster could constitute:

· Significant damage to premises which would render all or part of it uninhabitable

· Loss of or significant damage to critical equipment which would render it unusable

· Sustained loss of computers or telecommunications due to external factors 

· Denial of access to premises

The aim is to produce a plan that will enable immediate and effective action to take place should a disaster happen by identifying effective and practical procedures to: 

· Assess the extent of the disaster and the recovery options 

· Implement short-term recovery arrangements to permit an acceptable level of service to be established as soon as possible 

· Enable normal working to be resumed in the shortest possible time

2
THE DISASTER RECOVERY TEAM

Developing and implementing a plan are best done as a team.  The Disaster Recovery Team should be made up of managers and staff that are able to work effectively in challenging circumstances and can adapt to a changing situation.  Deputies should also be identified who can cover illnesses.  

The team members should, between them, have a good understanding of the business areas including operations and processes, legal, finance, HR, IT, premises, publicity, health & safety and fire and security precautions.  It is important, at the outset, to ensure that the team has a common understanding of the company’s primary business objectives.  This common understanding can avoid disputes over priorities between team members at a later stage in the planning process.     

A Disaster Co-ordinator should be appointed to lead the team and to decide when it is necessary to invoke the Business Continuity Plan.

Remember when selecting the members of the Disaster Recovery Team that there will need to be others outside the team who can continue to manage the parts of the business that have not been affected by the disaster.    

A form has been supplied within this document for you to record the members of your company’s disaster recovery team. 

3
PREPARING A PLAN

When you have selected your team, they can follow the 5-step process below to create a Business Continuity Plan.

STEP 1 – Service Levels

The business must understand its "desired level of service" i.e. what it aims to deliver to its customers and stakeholders every day.  A business must also understand what its "minimum acceptable service" is i.e. the essential service it has to provide to avoid immediate permanent loss of custom and to fulfil its primary contractual obligations.  Your plan is how you will get from your minimum service level to your desired service level in the shortest possible time.

STEP 2 – Risk Analysis

This is the process of recognising the risks that face your business (risk mapping), understanding what the consequences of these risks occurring would be (business impact analysis) and then putting protection and mitigation measures in place to ensure that you will always be able to provide your minimum level of service whatever happens (risk reduction).  Risks that face the business may include:

· Fire including denial of access to your own premises


· Environmental impact including flood and pollution

· Theft and vandalism

· Terrorism or action by pressure groups

· Employee relations

· Computer virus

· Equipment breakdown

Consider what effects these risks would have on: 

· Each of your premises, in whole or in part

· IT equipment and data

· Vehicles used by the business

· Public utility supplies (electricity, gas, water, telecommunications)

STEP 3 – Emergency Action Planning

This should deal with the aftermath of any incident. You would expect to find arrangements for the following to appear in the final business continuity plan as a result of this process:

· Personnel

· Immediate damage limitation

· Site security

· Damage assessment and salvage

· Invoke emergency arrangements (IT recovery contracts, workplace recovery contracts)

· Maintain a “Disaster Recovery Log” to record details of their actions, losses identified and expenses incurred

· Communicate with press, stakeholders, suppliers and important customers

· Decide which member of the team will be responsible for which actions

A number of helpful templates have been incorporated into this document to help you record the outputs of your emergency action planning .

STEP 4 - Business Recovery Planning 

The Disaster Recovery Team should also plan how the business will return to full capacity.  This will require the disaster recovery team to think about issues such as: 
· Implementing alternative working practices such as home-working

· Identifying and equipping temporary premises

· Monitoring the progress of the reinstatement work at the damaged premises, ensuring that this goes to plan and that office equipment etc is ordered at the appropriate time

· Keeping in contact with customers and trying to win back the lost business as capacity improves

· Keeping the “Disaster Recovery Log” up to date by recording details of their actions, losses identified and expenses incurred

Again useful templates have been supplied with this document. 

The outputs of this planning process should be incorporated into your business continuity plan.  The following items commonly appear in Business Continuity Plans:

1. Assess the extent of the damage by visit or by telephone call to the police emergency advisor.

2. Convene a meeting of the disaster recovery team.

3. Advise insurance company and Loss Adjuster.

4. Issue statement to local media.

5. Arrange the transfer of essential staff to alternative premises.

6. Order replacement computer equipment, including laptops.

7. Collect back-up tapes.

8. Order replacement telecommunications equipment.

9. Order replacement office furniture and other equipment if damaged or destroyed.

10. Organise alternative storage facility as necessary.

11. Organise reinstatement of the damaged building or permanent alternative premises.

12. Arrange alternative collection point for mail, cash, cheques etc.

13. Organise replacement stationery including proposal forms, cover notes, certificates, renewal documentation and claim forms.

14. Allocate specific duties to members of staff in accordance with the attached checklists.

15. Establish a system for recording and controlling the necessary costs.

16. Maintain a contingency recovery log.

17. Communicate with all staff.

18. Arrange staff transport.

19. Communicate with major clients.

20. Establish long term recovery plan.

STEP 5  Testing and Maintaining the plan

Testing - Regular testing of the continuity plan should be carried out to provide assurance that the
organisation is adequately protected against any emergency.  The object being to:-

· ensure that any weaknesses or omissions in the continuity plan are disclosed

· ensure that any weaknesses or omissions in personnel training and knowledge of the continuity plan are highlighted

· improve the security awareness of personnel

· allow personnel to gain experience of emergency action and recovery procedures

· confirm that the business is serious about the need for continuity planning.

Testing the business continuity plan is a bit like having a fire drill but without the need for everybody to stop work.   You could simulate a disaster with a desktop exercise or you could test the plan on different parts of the business at different times. The plan should be changed to reflect what you learn from these tests. 

Maintenance -The continuity plan should be frequently reviewed and updated.  Even small changes to the business plan can have a big impact on the operation of the plan. Lists of contact names should be reviewed quarterly.  Regular meetings of the disaster recovery team should be held to take account of: -
· deficiencies revealed by actual or test disasters

· changes in staff or circumstances

· new or extended operations

· additional premises

· changing priorities.

After a major change to the plan it will be necessary to test it again. 

4
DOCUMENTATION AND COPIES
Hard copies of the plan should be kept in loose-leaf ring binders to enable additional pages and amendments to be easily incorporated.

Copies of building and site plans should be attached to the plan covering the following details:-

· Electrical cabling routes together with switchgear and transformer location.

· Telecommunication and data cabling routes and points of entry into buildings.

· Gas and water mains including on and off-site shut-off valve location.

· Access points.

· Emergency equipment location.

Key personnel and their deputies, and all members of the disaster recovery team should hold

documented copies of the plan, at home.  The Office Manager and deputy should have access to

additional copies at each premises.  The number of copies held, together with their location, should all

be recorded.  Updates should be signed for and obsolete sections returned.

BUSINESS CONTINUITY PLAN

	Company Name
	     


	Issue Date:
	     


	Revision Dates:
	     


This plan is designed to assist in the recovery of critical business functions in the event of a disaster.  It should not be invoked for minor incidents.

CONFIDENTIAL – RESTRICTED ACCESS

Numbered copies of this plan should be held by the members of the Disaster Recovery Team and held securely by them off-site.  All names, addresses and contact numbers listed in this plan are for emergency use only and are confidential to the holders of the plan.

	Copy 
	      of      



DISASTER RECOVERY TEAM

	
	Name
	Home Telephone No.
	Mobile No.

	Disaster Co-ordinator
	
	
	

	Deputy Disaster Co-ordinator
	
	
	

	Disaster Recovery Team Member
	
	
	

	Disaster Recovery Team Member
	
	
	

	Disaster Recovery Team Member
	
	
	


	Disaster Recovery Team Member
	
	
	


	The initial meeting to be held at
	     

	Or, if unavailable at 

Adequate telephone and fax lines and mobile phones should be available
	     


CHECKLIST NO. 1 – PERSONNEL

	
	
	Assigned to
	Start    Date/Time
	Completion Date/Time


	1
	Notify senior management.
	
	
	

	2
	Liaise with police and emergency services to ensure that casualties have been treated and relatives advised.
	
	
	

	3
	Establish a control centre at or near the site.
	
	
	

	4
	Contact loss adjuster.
	
	
	

	5
	Contact insurance company.
	
	
	

	6
	Advise all staff at the affected site of the situation using a cascade telephone system to pass information down through the various management levels.
	
	
	

	7
	Advise management at other sites.
	
	
	

	8
	Advise customers.
	
	
	

	9
	Issue statement to local media.
	
	
	

	10
	Erect notice for visitors at the damaged site.
	
	
	

	11
	Arrange replacement of lost staff personal effects, money, keys, etc.
	
	
	

	12
	Arrange staff transport to alternative premises.
	
	
	

	13
	Arrange for necessary refreshment facilities for staff.
	
	
	


CHECKLIST NO. 2 - BUILDINGS AND EQUIPMENT

	
	
	Assigned to
	Start                     Date/Time
	Completion           Date/Time


	1
	Assess the damage.
	
	
	

	2
	Isolate gas, electricity and water supplies.
	
	
	

	3
	Notify senior management.
	
	
	

	4
	Implement continuity plan.
	
	
	

	5
	Start continuity recovery log.
	
	
	

	6
	Arrange emergency funds to cover extra expenses, and set up procedures for recording and monitoring expenses involved.
	
	
	

	7
	Arrange salvage and repairs of equipment and/or components.
	
	
	

	8
	Organise additional security arrangements as necessary.
	
	
	

	9
	Order replacement equipment and/or components.
	
	
	

	10
	Locate alternative temporary premises.
	
	
	

	11
	Organise building reinstatement.
	
	
	


CHECKLIST NO. 2 - BUILDINGS AND EQUIPMENT (continued…)

	
	
	Assigned to
	Start             Date/Time
	Completed   Date/Time


	12
	Locate permanent alternative premises.
	
	
	

	13
	Arrange redirection of mail/cash/cheques.
	
	
	

	14
	Pass scheduled updates on progress to senior management.
	
	
	

	15
	Pass scheduled updates on progress to insurance company.
	
	
	

	16
	Arrange any additional professional help.
	
	
	

	17
	Maintain status charts of recovery progress.
	
	
	


CHECKLIST NO. 3 - COMPUTERS AND TELECOMMUNICATIONS

	
	
	Assigned to
	Start      Date/Time
	Completed  Date/Time


	1
	Assess the damage.
	
	
	

	2
	Notify senior management.
	
	
	

	3
	Implement continuity plan.
	
	
	

	4
	Start continuity recovery log.
	
	
	

	5
	Arrange emergency funds to cover extra expenses, and set up procedures for recording and monitoring the expenses involved
	
	
	

	6
	Arrange salvage and repairs of equipment.
	
	
	

	7
	Order replacement equipment and components.
	
	
	

	8
	Collect back-up tapes.
	
	
	

	9
	Relocate to temporary premises.
	
	
	

	10
	Arrange reconnection of power, telecommunications and data lines.
	
	
	

	 11
	Pass scheduled updates on progress to senior management.
	
	
	

	12
	Pass scheduled updates on progress to insurance company.
	
	
	

	13
	Arrange any additional professional help.
	
	
	

	14
	Maintain status charts of recovery progress.
	
	
	


CONTACT LIST NO. 1 - DISASTER RECOVERY TEAM

	
	Name
	Home Address
	Home Telephone No.
	Mobile No.


	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	

	4
	
	
	
	

	5
	
	
	
	

	6
	
	
	
	

	7
	
	
	
	


CONTACT LIST NO. 2 - COMPUTER EQUIPMENT SUPPLIERS

	
	Equipment                   Model No./Serial No.
	Delivery Period
	Manufacturer/Supplier
	Telephone Nos. (including out of hours)
	Fax No.
	Mobile No.


	1
	
	
	
	
	
	

	2
	
	
	
	
	
	

	3
	
	
	
	
	
	

	4
	
	
	
	
	
	

	5
	
	
	
	
	
	

	6
	
	
	
	
	
	


CONTACT LIST NO. 2 - COMPUTER EQUIPMENT SUPPLIERS

	
	Equipment                   Model No./Serial No.
	Delivery Period
	Manufacturer/Supplier
	Telephone Nos. (including out of hours)
	Fax No.
	Mobile No.


	7
	
	
	
	
	
	

	8
	
	
	
	
	
	

	9
	
	
	
	
	
	

	10
	
	
	
	
	
	

	11
	
	
	
	
	
	

	12
	
	
	
	
	
	


CONTACT LIST NO. 3 - TELECOMMUNICATION EQUIPMENT SUPPLIERS

	
	Equipment                   Model No./Serial No.
	Delivery Period
	Manufacturer/Supplier
	Telephone Nos. (including out of hours)
	Fax No.
	Mobile No.


	1
	
	
	
	
	
	

	2
	
	
	
	
	
	

	3
	
	
	
	
	
	

	4
	
	
	
	
	
	

	5
	
	
	
	
	
	

	6
	
	
	
	
	
	


CONTACT LIST NO. 4 - OFFICE FURNITURE AND OTHER EQUIPMENT SUPPLIERS

	
	Equipment                   Model No./Serial No.
	Delivery Period
	Manufacturer/Supplier
	Telephone Nos. (including out of hours)
	Fax No.
	Mobile No.


	1
	
	
	
	
	
	

	2
	
	
	
	
	
	

	3
	
	
	
	
	
	

	4
	
	
	
	
	
	

	5
	
	
	
	
	
	

	6
	
	
	
	
	
	


CONTACT LIST NO. 5 - INSURANCE

	
	
	Address
	Telephone Nos. (including out of hours)
	Fax No.
	Mobile No.


	1
	Loss Adjuster


	
	
	
	

	2
	Insurance Company


	
	
	
	


CONTACT LIST NO. 6 - 
SPECIALIST SALVAGE COMPANIES DEALING IN RECOMMISIONING OF ELECTRONIC HARDWARE, SALVAGE OF MAGNETIC MEDIA, DOCUMENTATION AND OTHER RECORDS

	
	Name
	Address
	Telephone Nos. (including out of hours)
	Fax No.
	Mobile No.


	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	


CONTACT LIST NO. 7 - BUILDING FIRMS

	
	Name
	Address
	Telephone Nos. (including out of hours)
	Fax No.
	Mobile No.


	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	

	4
	
	
	
	
	

	5
	
	
	
	
	

	6
	
	
	
	
	


CONTACT LIST NO. 8 - ELECTRICIANS

	
	Name
	Address
	Telephone Nos. (including out of hours)
	Fax No.
	Mobile No.


	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	

	4
	
	
	
	
	

	5
	
	
	
	
	

	6
	
	
	
	
	


CONTACT LIST NO. 9 - WATER SUPPLY COMPANY AND PLUMBERS

	
	Name
	Address
	Telephone Nos. (including out of hours)
	Fax No.
	Mobile No.


	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	

	4
	
	
	
	
	

	5
	
	
	
	
	

	6
	
	
	
	
	


CONTACT LIST NO. 10 - ESTATE AGENTS AND PLANNING AUTHORITY

	
	Name
	Address
	Telephone Nos. (including out of hours)
	Fax No.
	Mobile No.


	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	

	4
	
	
	
	
	

	5
	
	
	
	
	

	6
	
	
	
	
	


CONTACT LIST NO. 11 - STAFF

	
	Name
	Address
	Telephone Nos. (including out of hours)
	Fax No.
	Mobile No.


	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	

	4
	
	
	
	
	

	5
	
	
	
	
	

	6
	
	
	
	
	

	7
	
	
	
	
	


CONTACT LIST NO. 11 - STAFF

	
	Name
	Address
	Telephone Nos. (including out of hours)
	Fax No.
	Mobile No.


	8
	
	
	
	
	

	9
	
	
	
	
	

	10
	
	
	
	
	

	11
	
	
	
	
	

	12
	
	
	
	
	

	13
	
	
	
	
	

	14
	
	
	
	
	


CONTACT LIST NO. 11 - STAFF

	
	Name
	Address
	Telephone Nos. (including out of hours)
	Fax No.
	Mobile No.


	15
	
	
	
	
	

	16
	
	
	
	
	

	17
	
	
	
	
	

	18
	
	
	
	
	

	19
	
	
	
	
	

	20
	
	
	
	
	

	21
	
	
	
	
	


CONTACT LIST NO. 11 - STAFF

	
	Name
	Address
	Telephone Nos. (including out of hours)
	Fax No.
	Mobile No.


	22
	
	
	
	
	

	23
	
	
	
	
	

	24
	
	
	
	
	

	25
	
	
	
	
	

	26
	
	
	
	
	

	27
	
	
	
	
	

	28
	
	
	
	
	


CONTACT LIST NO. 12 - MAJOR CLIENTS

	
	
	Address
	Telephone Nos. (including out of hours)
	Fax No.
	Mobile No.


	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	

	4
	
	
	
	
	

	5
	
	
	
	
	

	6
	
	
	
	
	


CONTACT LIST NO. 12 - MAJOR CLIENTS

	
	
	Address
	Telephone Nos. (including out of hours)
	Fax No.
	Mobile No.


	7
	
	
	
	
	

	8
	
	
	
	
	

	9
	
	
	
	
	

	10
	
	
	
	
	

	11
	
	
	
	
	

	12
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