[NAME OF FIRM] 

PREVENTION OF BRIBERY ASSESSMENT

The following gap analysis is designed to assist firms in assessing the level of risk they face of a bribe being committed on their behalf and assessing whether they have adequate procedures in place to prevent bribery.  It is for firms to consider whether the questions are appropriate to their circumstances given the size of the firm and the size, range and type of business it undertakes.
	Area of Consideration
	Present Position
	Action Required

(Detail further action or insert none and the reason why)
	Date completed

	
	
	
	

	Risk Assessment: firms need to assess the nature and extent of their exposure to a person associated with the firm committing bribery on the firm’s behalf.  The Assessment must be periodic, informed and documented.  Bribery risk assessments do not need to be stand alone documents and can be more general risk assessments carried out in relation to business objectives.



	Are bribery prevention risk assessments and their conclusions documented and readily accessible?

Commonly encountered external risks can be categorized into 5 broad groups.  An assessment of external risks is intended to help decide how the risks can be mitigated by procedures governing the relevant operations / relationships however, the firm’s internal structure or procedures may add to the level of risk faced.  External and internal factors are listed below and dealt with separately in this gap analysis.
External Factors
· Countries in which the firm conducts business, do they have high levels of corruption evidenced by an absence of anti bribery legislation and a failure to promote transparency.

· Sector in which the firm operates – broking is not seen as a high risk sector in the UK.

· Transactions carried out by the firm e.g. charitable or political donations, transactions involving other intermediaries.
· Business opportunity – using agents and other intermediaries, offering products below market price, no legitimate business reason for a relationship / payment.

· Business partnerships in trepidation 
Internal Factors (structures or procedures) which could add to the risk.
· Poor training

· Bonus culture

· Lack of clarity re promotions, gifts and hospitality, public or charitable donations.

· Lack of financial controls.

· Lack of a clear anti bribery message from the top.

Bribery and corruption risk assessments do not need to be stand alone documents, they can be more general risk assessments carried out in relation to business objectives.  Some of the assessments fall within the due diligence that firms should be carrying out on third parties

	
	
	

	Has the firm looked at the type of persons associated with the firm and documented the bribery risks faced? 

A person associated with an organisation includes any person or corporate entity performing a service on behalf of your firm and can include your own employees.  
Is the firm in partnership with persons who may pose a higher risk e.g. does the firm use other intermediaries in transactions with foreign officials or use agents in other countries to obtain business or settle claims?  
Does the firm outsource its claims?


	
	
	

	Has the firm allocated adequate resources to the carrying out of risk assessments?


	
	
	

	Has the firm identified internal (MI) and external information sources that will enable risks to be assessed?

For example:- 

· Accounts

· Gifts and hospitality register

· New business registers

· Business Contacts

· Local Chambers of commerce

· The internet

· Business Associations. (BIBA, FCA)

· https://www.transparency.org/en/cpi/2021
· Government sponsored anti corruption portal aimed at small businesses involved in overseas trade https://www.ganintegrity.com/portal/
· Department for International Trade website. https://www.gov.uk/government/organisations/department-for-international-trade

	
	
	

	Does the firm deal with any third-party countries?
Does the firm deal with any countries outside the EEA?

	
	
	

	Does the firm make any payments to overseas organisations?


	
	
	

	Are any of the countries in which the firm offers insurance mediation advice considered to have high levels of corruption? 

The firm may wish to refer to the corruption perception index https://www.transparency.org/en/cpi/2021

	
	
	

	Does the firm undertake any of the following transactions?

· Charitable donations

· Political contributions

· Payments to other intermediaries

· Payments where there is no documented legitimate business objective.

· Payments below market price (rebating full commission?)

Is there clarity and transparency regarding these transactions; why are they being paid, who authorised the payment, is there a policy in place regarding such payments or are they ad hoc?

	
	
	

	Does the firm pay bonuses?  If so, has the firm scrutinized its bonus structure and documented why it is suitable and does not increase the risk of bribery?


	
	
	

	Are payments to third parties proportional to the work done and paid at the appropriate time?

Commission payments to a third party should not be paid before the business has been secured and the premium received from the client.


	
	
	

	Does the firm monitor expense claims and expenditure in hospitality, promotions and marketing?  Are the following investigated: -

· Excessive entertainment expenses
· Gifts and hospitability (if not already in place the firm should set up a gifts and hospitality register.)

· Cash payments

· Payments for lifestyle related bills such as travel or school fees.

The intention of the Act is not to prevent hospitality or promotional or corporate expenditure for genuine business reasons which are proportional to the firm’s sector.


	
	
	

	Proportionate Procedures – procedures should be proportionate to the bribery risk faced and to the nature scale and complexity of the firm’s activities.  Policies must be clear, practical, accessible, effectively implemented and enforced.  Firms do not need to put bribery prevention procedures in place if there is no risk of bribery on their behalf.


	Does the firm have bribery prevention policies / procedures in place?

This should articulate firm’s stance on bribery prevention, how it will be maintained and help create an anti bribery culture. A bribery prevention policy does not need to be a stand-alone document see below for examples of polices that the firm may pull together to create a strong anti bribery culture.

	
	
	

	Does the firm have the following in place: -

· Conflicts of interest gap analysis and policy including reference to unfair inducements?

· Gifts and hospitality policy and register?

· Whistle blowing policy.
· TCF gap analysis and policy?

· Financial crime policy including reference to bribery and corruption, money laundering, fraud and financial sanctions?

· Fitness and propriety declarations for Senior Managers and staff?

· Credit checks and where appropriate DBS Checks?

· Contracts with third parties including a clause allowing termination of the contract on suspicion of a bribe?
· Appropriate fact finds for completion prior to entering into an agreement with a third party?

· Third party monitoring procedures?

· Documented robust accounting procedures and controls in respect of company expenditure?
· Thorough recruitment and selection procedures?

· Structure chart and job descriptions showing clear reporting lines and the apportionment of responsibilities?

· Procedures regarding the FCA’s Commission Disclosure Requirements?

The above list is not intended to be exhaustive.  In some circumstances small firms may find verbal briefings are sufficient rather than documented procedures.  The firm must be able to evidence that verbal briefings have taken place.

	
	
	

	Have the firm’s policies relating to the prevention of bribery been reviewed in the last 12 months and the review date documented?

	
	
	

	Has training (verbal briefings) been provided on the bribery risks faced by the firm, the importance of the firm’s policies and procedures and staff’s duty to speak up / whistle blow should an issue arises or be suspected?

Has training been recorded in training logs/documented?

	
	
	

	Can the firm demonstrate that the firm’s bribery and corruption policy has been discussed with staff?

this could be at appraisals or a minuted staff briefing.

	
	
	

	Top Level Commitment: -The firm’s senior management / board must be committed to preventing bribery by persons associated with it.  The senior management is in the best position to foster a culture of integrity.  Top level commitment includes communication of the firm’s anti bribery stance and an appropriate degree of involvement in developing bribery prevention procedures. 


	What action has been taken by the senior management to understand the bribery risks faced by insurance brokers and to understand effective means of preventing bribery?  

Action could include on line training, reading, industry led courses, industry guidance issued by BIBA and the FCA

	
	
	

	Does a senior member of staff / director have overall responsibility for financial crime including the prevention of bribery and is this reflected in their job description, Statement of Responsibility and on the structure chart? (prescribed responsibility d)

	
	
	

	Can it be demonstrated that the senior member of staff is competent to perform his role?  
Has training been provided and understanding assessed?  Does the senior member of staff report to the board?


	
	
	

	Are all members of staff and external bodies aware of the senior member of staff with responsibility for bribery prevention? How can this be evidenced? 
The information is in the firm’s TOBA, in agreements, in the firm’s statement on the prevention of bribery which is accessible on the firm’s website and on the intranet, in the senior managers Statement of Responsibility.

	
	
	

	Due Diligence: - the importance of due diligence with regard to assessing the bribery risk faced and mitigating the risk justifies its inclusion as a principle in its own right.  A person associated with a firm includes any person performing a service for the firm including employees.  Knowing exactly who you are dealing with can help protect your firm from taking on people who might be less than trustworthy.  Ensure you ask appropriate questions and carry out checks before engaging others to represent you in business.  The appropriate level of due diligence will vary depending on the risks arising from the relationship.


	How many individuals /incorporated bodies has the firm engaged to provide a service on the firm’s behalf?
employees, other intermediaries, outsourcing of claims, appointed representatives, introducer appointed representatives and introducers.

	
	
	

	Has due diligence been carried out on all persons providing a service for or on behalf of the firm?  

The due diligence required will depend on the risk assessment.  If the risk has been assessed as low then satisfying yourself that the person performing services for you is genuine and someone you can trust to do business without bribing may be sufficient.  Enquire with business contacts, local chambers of commerce, business associations and check on the internet.  Where the risk is assessed as higher you may need more due diligence e.g. asking for a CV, financial statements and references.  Information provided should be followed up / verified.

	
	
	

	Has the fact find / due diligence been signed off by a person with no prior knowledge of the proposed / existing relationship? 

This may not be possible in small firms, but the fact find must be viewed critically and questions raised. 


	
	
	

	Are there any dormant relationships that should realistically be terminated?


	
	
	

	Is the due diligence periodically revisited and the review date documented? 
Annually or as appropriate. Associated persons will forget to notify the firm of changes.

	
	
	

	Has the firm reviewed / enhanced its staff vetting procedures?  

	
	
	

	How would the firm be able to identify changes in an employees or other associated persons financial soundness? 
A close working relationship and open dialogue is not considered sufficient.  Has the firm thought about crediting checking associated persons and if appropriate running DBS checks?

	
	
	

	Is the firm’s HR department aware of their role regarding due diligence on employees?  Are references followed up and background checks made on employees to verify any information provided?  Are regulatory references obtained where appropriate? 

	
	
	

	Has the firm considered using external consultants to carry out the required due diligence or does the firm carry out the due diligence themselves?
There is no duty to engage lawyers or consultants in helping assess what risks the firm faces, what procedures the firm might adopt, or the due diligence required, especially if the risk is assessed as low.


	
	
	

	Is the firm planning any mergers or acquisitions?
Firms should always carry out their own due diligence and not rely on the work of others.

	
	
	

	Communication (including training) Communication and training deters bribery by enhancing awareness and understanding of the firm’s procedures and commitment to bribery prevention.  Training provides the knowledge and skills needed to employ the organizations procedures and deal with any bribery related problems.  


	Does the firm’s TOBA make reference to the firm’s commitment to bribery prevention?

	
	
	

	Has the firm’s commitment to bribery prevention been communicated internally and externally e.g. has a formal statement been issued? 

It is recommended that a statement is issued.  This is a separate document to any policies or procedures the firm may have in place relating to the prevention of bribery.  Cobra Compliance has drawn up a template statement that can be adapted by firms to communicate their stance on Bribery Prevention.  The statement could appear in reports, be accessible on the firm’s intranet /website and be referred to in the firm’s TOBA.

	
	
	

	Has training been provided to all staff on bribery prevention and the consequences of breaching the firm’s procedures regarding bribery prevention? 
Is training of a sufficient standard to ensure employees have the skills and knowledge to understand the bribery risks faced?


	
	
	

	Are the firm’s ‘speak up’ procedures / whistle blowing policy explained periodically to all staff and can this be evidenced?

	
	
	

	Is bribery prevention an agenda item at staff meetings / senior management meetings and are minutes produced?  
Regular documented discussions will demonstrate commitment to the prevention of bribery.

	
	
	

	Monitoring and Review.  The risks firms face and the effectiveness of procedures may change over time.  Firms must ensure that the bribery prevention steps taken keep pace with the risks faced by the firm.


	Have the firm’s activities changed in the last 12 months? 
Has the firm ventured into new markets, taken on new employees, taken on new AR’s or third parties who provide a service on behalf of the firm?

	
	
	

	Have there been any changes to governments in the markets in which you operate?

	
	
	

	Have there been any negative press reports in respect of bribery and corruption in the insurance broking sector?  

Do the negative press reports have any implications for the firm, can the firm learn from these reports.


	
	
	

	Has the firm considered obtaining feedback from its staff regarding its bribery prevention measures? 


	
	
	

	What management information is used to monitor, detect and investigate bribery and monitor the ethical quality of transactions?


	
	
	

	Review date for this assessment and the firm’s bribery prevention policy:  DD/MM/YYYY


