ANTI-MONEY LAUNDERING POLICY
Money Laundering is: the process by which criminals conceal the origin and ownership of the proceeds of crime.

General insurance Intermediaries are regulated by the FCA but are not covered by the Money Laundering Regulations or the provisions of SYSC specifically relating to Money Laundering.  However, SYSC 6.1.1 R applies which requires firms to ‘establish implement and maintain adequate policies and procedures to ensure compliance of the firm with its obligations under the regulatory system and for countering the risk that the firm might be used to further financial crime.’
We are required to allocate responsibility for the firm’s policies and procedures for countering the risk that the firm might be used to further financial crime to a Senior Manager (Prescribed Responsibility d) and this must be recorded in the Statement of Responsibility.
The FCA’s definition of financial crime is:

Any kind of criminal conduct relating to money or to financial services or markets including any offence involving:-
· Fraud or dishonesty

· Misconduct or misuse of information relating to a financial market.

· Handling the proceeds of crime

In this definition offence includes an act or omission which would be an offence if it had taken place in the UK.

This Policy deals with the Money Laundering aspect and should be read in conjunction with the firm’s policies on Bribery Prevention, Fraud and Financial Sanctions. 

[Name of Firm] takes the issue of Money Laundering extremely seriously and all employees should make themselves aware of these procedures and ensure that they comply fully with them.

TRAINING
Training on the topic of Financial Crime including reference to money laundering will be provided at induction and annually thereafter with tests to demonstrate understanding.   If a member of staff feels they require additional training in this area it is their responsibility to raise the matter as a priority.
THE BACKGROUND

The Proceeds of Crime Act 2002 (POCA) contains the primary UK Anti-Money Laundering Legislation including requiring firms to report to the authorities suspicions of money laundering by customers or others.

There are three primary offences under the Act and they apply to all insurers and brokers, including those involved in general insurance business. 
· Concealing – where someone knows or suspects that property is a benefit from criminal conduct (or it represents such a benefit) then they commit an offence if they conceal, disguise, convert, transfer or remove that criminal property from England and Wales, Scotland or Northern Ireland.

· Arranging – an offence is committed by a person if they enter into, or become involved in an arrangement, which they know or suspect facilitates the acquisition, retention, use or control of criminal property by or on behalf of another person.

· Acquisition, use and possession – an offence is committed if someone knows or suspects that property is a person’s benefit from criminal conduct and acquires, uses or has possession of the property.

Tipping Off 

It is also an offence under the POCA to “tip off” anyone suspected of Money Laundering or to take any action likely to prejudice an investigation into such activity.

Penalties for non-disclosure

A person who negligently fails to identify and report suspicious activity is liable to be prosecuted which could lead to an unlimited fine and a 5 year prison sentence. In extreme cases a person could also be found guilty of Money Laundering itself which could lead to an unlimited fine and up to 14 years in prison.  Penalties will depend on the amount of money involved and culpability. 
RECOGNISING SUSPICIOUS TRANSACTIONS

Employees need to be able to recognise suspicious transactions. However, to consider a transaction to be suspicious the employee is not expected to know the exact nature of the criminal offence or that funds are definitely arising from the crime; they must merely suspect that something is untoward.

Examples of Factors Which May Give Rise to Suspicion:-

New Business

· A new corporate client where we encounter difficulties and delays in obtaining copies of accounts or other documents of incorporation where required.

· A personal lines customer for whom verification of identity proves unusually difficult or who is reluctant to give full details.  Where a person is not able to provide the common forms of Identification the case should be referred but not declined.
· A client using numerous offshore accounts, companies/structures in circumstances where the clients needs do not support such economic requirements.

· Any transaction using an undisclosed third party.

· A client who does seem interested in the performance or terms of the contract but is more interested in early cancellation of the contract.

· Transactions that have no apparent purpose and make no obvious economic sense.

· A request to insure goods in transit to or situated in countries where terrorism, the production of drugs, drug trafficking or organised crime may be prevalent.

· Temporary or false addresses should always be investigated, why has it not been possible to give a permanent address?  False addresses are harder to spot but invalid post codes or obvious errors should be investigated.

Payment

· Payment of very large premiums in cash.  Cash in itself is not suspicious but merely an indicator.  A large cash payment should prompt a staff member to look into what we know about the client and look at what kind of business we transact for the client.
· A client purchases a policy which is considered beyond his apparent means.

· Over payment of a premium with a request to pay the excess to a third party.

· Unnecessary routing of funds through accounts held in other names.

· A client who usually pays by cheque, credit card or direct debit mandate suddenly offering payment by cash.

· Unemployed or low paid customers arranging insurances with substantial premiums.

Abnormal Transactions

· Assignment of a policy to an unrelated third party.

· Early cancellation of policies in circumstances which generate a large return premium, particularly where they appear unusual or occur for no apparent reason.

· Where, without reasonable explanation, the transaction being requested by the client is outside the ordinary range of services normally requested by similar clients or is different to what the particular client normally requires.

· Where the size or pattern of transactions is out of line with any pattern which has previously emerged.

· Cancellation and request for the refund to be paid to a third party especially where cash was tendered.

· Customers who regularly insure against a common risk and make a number of small claims.

· Customers who make a practice of early cancellation.

· Claims paid to persons other than the insured with no reasonable explanation.

· Change of ownership on a policy just before a loss occurring.

In addition to the above, firms should also be able to recognise and report any matters concerning employee fraud.

REPORTING REQUIREMENTS – ALL STAFF

Any known or suspected suspicious activity must be immediately reported to the Senior Manager with responsibility for the firm’s policies and procedures for countering the risk that the firm might be used to further financial crime, [Director],
 who will act as the Money Laundering Reporting Officer (MLRO) and will take full details. In their absence any cases must be reported to [Director]. 

Relevant matters must be escalated by the Money Laundering Reporting Officer to the board / senior management and an annual documented report presented.

If the matter is deemed to be significantly serious, a Suspicious Activity Report (SAR) must be submitted to the National Crime Agency (NCA) which has been set up to lead the UK's fight to cut serious and organised crime and has national responsibility for receiving, analysing and disseminating financial intelligence submitted through the SARs regime.  SARs can be submitted online and [Director] is set up as a user on the NCA SAR Online System. https://www.ukciu.gov.uk/(cszaw432a2z1m3nhx1vtbs45)/saronline.aspx
The NCA will analyse any report it receives and check it against its database for possible related information, prior to passing details on for investigation. The information is then forwarded to the Police or to Customs or other appropriate agency.

If we have submitted a consent request regarding a transaction, the NCA consent team will contact the firm with a decision within seven days.  We are only permitted to proceed with a transaction where disclosure has been made to NCA and NCA’s consent has been obtained.

The NCA will not acknowledge any SAR sent by facsimile, post or letter.  Electronically submitted submissions will receive and automated acknowledgement however, this acknowledgement is merely that; it does not indicate either that the suspicion has or will been investigated or that it is unfounded.

If the enquiries uncover a crime the investigation will serve a Court Order on us as a business to provide the records needed as evidence. The NCA will make their own discreet enquiries and their investigation will be confidential. A firm cannot be sued for breach of confidentiality for making a report to the NCA.

Where the NCA give consent following a disclosure, this provides the staff involved with a defence against a charge of Money Laundering. It is not intended to over-ride normal commercial judgement and we are not committed to continuing the relationship with the client if such action would place us at commercial risk. However before terminating a relationship we must liaise with the NCA or the investigating officer to ensure we do not inadvertently “tip off” the client or prejudice the investigation.
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